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(57) [nn] 2f a 

:. ( f *^a] -f-A'w i o i ttsvvc . 1$^#S3 
d i tt % mm'- 9 i rambi Rwtmwt. 
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; ¥&4 0 2tt. -t-^'ffll 0 lfr&aiffiSfiTfcfclM 



?7<7>Hlill 104 




1 

mwct mil z t mm ttiiwm. 

feiifcBBew v 3— ±|gp B 6 «W 

n^iettaa warns. 

43- 4 -r t Htstk thm&wm 

So 

< k fcfa«H«^*#»<MfcF-* £*tr- k 

mt-thmm. i xi± 3ie»wB«$pigs. 

[11*315] ±£Br5E<0flr-ffl^N*tt. JPEGM 

(Oro/l-yx/^tM, at^J b i GUi&com 
fr<?)1i&X'$>Z>Zt ZW&tthffim 1 X(i3lB«<0 

[»#I6] ||*Jil~50M<i*>{=O6wBfll«ia 

JbraMWffll^Soaj At - ? £ 7 r ;Mf»f 4 *3 
#Sk, 

?Ha5*^c0B«H^SrSfrt4gfl*Sk . 
±8B»fi#gttS«$*ifcH«5*t=*»St-4 t 9 i 
±iBf S#ST' 7H ;H=S § fiT v ^ t - 9 fth urn 

ixmwm%nmttizftixmmtz>mm®t 
mihztmmbttmmT-9m^mm. 

*it & 4 a«r - 9 mammxh x , 

±fe-fr-^&li. MfiffiT-? * WJI8Bt**rf 4K 

iflwwtf- 9 K3aaw*«HWk¥a k . im^t* 
mitT-9*^ttm^m®t . k«hh:#8 

j£-r4Pi b «6<]^-fbT-7 ^±ie«a#s^^ro# lt 

JtE ^ 5 -f 7 ^ h ¥ Ktt - UWw R*» a, 32MB $ it 
T$fcBlfim^tT-*fcT=i-- H-T4fS7c¥Sk . 

s. 



2) 1-33 16 18 

2 

9ZftLxt$mzn.x%m®T-9mi>'X7-A?& 
ailsotgfig, at/t«*«6E®coB«f-7ie^ii 

««»)fl*uWMiltt #t4 £ k £#®k -T 4Bipfc 
IH#>B9) B^t -7 S-^r^f^IL-TV ^Hf-r 

k T«*«jiSr*-r 4 wmtmwtf- 
f£xf7rk ■ "V 

±ie^^-fb^T -vrizx vmivznmmmte?-? 
co 5 *><7)mmmm<r>&^tT-9 zmttthmit 

^t-7 £ 7 r ;l^Sa-f41 ; HiXT- ■■/ Tt . 

iww t v y\,z i *) y r 4 ivmm ztix v > 4©«w 

fcPIJiaWHWfcf-^ ZW&LXU.974 T V 

ixmmi-z>mmzT>yTtZ'&tszb&®wiktm 
{mm i o ] jjEBf^txr -yru. ±iem^w» 

-ktsZ k SrflffSk-f 4IS««9iaa«B«T-^E^ 

[fi^iai 1 1 ±Mn^mm<nm^^T-9\t. '> 
30 ^r< t hmmm&<?)vm?)n^itT-9£ %uz t * 

ft® k 1- 4 ll^if 9 8B*<0B«r - 7 iSW^ffi . 
C MSB 1 2 ] JJEBf JBOflW^k^Ji . JPEG* 

tifrottx'h hztz¥f®ti-& mm. 9 leiiKcoB^ 

[ M$JH 1 3 ] I»3<ll 9-12 (7)®iXt)HZimm& 
nrigtctSIrt Lfc i k 5r WSk k "t 4 IBH^ft . 
40 [0001 ] 

^imm¥frbh.tzmmT-9i l zMLx^fpm(odmm 
<wztb<D%mum & w ^ Btc^a^a . b*t - ^ ffi 

m.RUfZixZ HS&f 4 fc#>O*0.S*T -v 7° 5- 3 y t° a 
4. 

[0002] 



(3) 
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Mk-t-' MX'* <0 M 9 f- J±Wb % . Z <n vx 

mm?-? (»#fl:siifcii«T-^) * s *<r>*t 
■yimm.zrr-tx. zm^it-r--? t&tz. m&wt 

: ^?&7t<7)m&T'-?l l zmttztb<?>" a" 9<®ffifll 

: is? 5 -y r y h iitftM-r i x o fcm&ztix «, > 

B«r-^<o^f!|cT'li^<-e<o-g5k:Bg^ 

rrtra lt v i*bb * . -*fc&Hj imx^mx'^ 
mtt.T-? ) txizmmztixztz" m" mzrn^ 

X. Ttcommz? 3-H («7C> T\ 
fcfcTIMM-SBBfc*** i t #T'# & . 
[0003] 

M®r - * Sr -eo a * ess-*- & t u o «!*coaijftTtt . 
<db& (■T-^MfrhWMZtixztiwm tnnco-z' 

bill ttmtfi&tlJblvr . Bftfitfffi *£ftT ^4 

?£mzi%^mm£fi^xmm-f& t ^n&mim 

rat- 4 B&r- ? ffl<7) 7 r -f ;u t , 7 7 4 7 y »- ffl*> 

hmm^h ~> tz t # criEM-f & m^ksaa&tf o >t b« 

r .f-? (sf-f-ftr-^) ffl«07T-Ol'i<7>2o?)BB7 

$ 0 0 5 ] 3 6(C, BBT-*£ttTttfr< 

Sflfcf-*) Srr'a-KLT, #.^£^Bffi^ 
fflf> b1x&WM3k*(?>t:ibV>Wi&$kif;7'xi7'7 A ( lit 



[0006] ±.mcoX)Hm£?& 

tiSbl,zi$,£titzij<7)X\ yjWftlzm&tT-f&WSti 

t mz , iSBffir- ^ Srmi(c«a^s j: t a«rf&arH 

ti, JM«»fcB*r-^*WI'tSik3&«r*«fcft 
[0007] 

m 1 co^ajfi; , A^J $ iTJtSBffer- ^ ittfi&W&Mt 

ttizvt-o xtt^ittiz t x-fgmmmitrmm® 

m<tT-?zimit ixftjj-t&vmit^mt &m 
20 iztmwt-rt. 

[ 0 0 0 8 ] m 2 m/mt . ±ie» 1 <ojwhic*j v ^ , 

[0009] %3mm&. xjiatitzwmmT—?* 
mfentt^itmtzM o t flp^k-r & ; t x-mmMt 

3-\ t mn*mffiz-&ztzimb-r&. 
[0010] mAffmmt. jje»ixi43<oimb(c*j 

[00 11] JB5«7)«BH«, ±iE»lXJ±30JHBfctJ 
>-7*1?^b*J^ SIX J B I G*S<Ofl<t36HO*SC 
40 [ 0 0 1 2 ] S& 6 cOfgBjfot , m^jg 1 ~ 5 oM*l*>tC|B 



B^ ST7 r ^ ;l^B31 § ^ l> r- IX ± 

immxvMftMztt ixmm-?hmm®t mi 
&zt£$mttz. 

[00 13]^7W»i, y-^mttyJTyh 

*m i %®ztixKi:&w&T-?mims.?h')X, ± 
50 tw-j^mi. m&T-fmmmGt&m 



5 

•CBfcftfcBBWflr* ftr- ?cr> o "feoBf fe^BWKOff 

^ftr-?£i£^ftti>i©^ft¥Rk . mwft^ar 

Bff ft $ftfcB«BW#ftT-? & ? r 4 MM*** 

a^gi: . -hie? 7-^ r y h*ft&»&*>BM6*e*«» 

**BBBW^7-**JMS¥R*»&RBLTa 

fefufeBB?-* *»j**4BS^Rk *£tf Z b Zft 

[00 143 88<o§E&Bjili. t-Alt?5^ryhi 
#*>y h7-?«r*l'LT»«3:h.T$r4B«f f -?E : * 
WfA-C*-5t. Jbfctfw-qWi, lf^«l~5^M 

*uw:ie«<oB«*SBSM<o«ffi. atfaw5B6E«w 

I 0 0 1 5 ] 89 <9?&BJi<i. H<£r-? £ 7 r >f iVm 

tcwtrmiT-^ *a«t*B«-f- ^E«*ffi-c* 

-ot. «B«?-**B$S«>WHI^fct£oTff*ft 
** £ i TflOTBB**** BBW^ftr-* 
•fSft^ftXTyTk. ilB^ftXx'yr^J: 0f#^> 
*lfcBB»flf<tft? f -**> P ^<0Bf€c0BB<0flr9ft7* 
£B£f ft-t£ flf^ftxr -y 7°k . ±EW#ft*7- -y 
rfci 0Bffft*^$^fe b «W«F^ftr-^^7 -M 

[ 0 0 1 6 3 m 1 0<O»Wi. ±EB9 eOfSBflfcfc^ 
T, ±KB*ft*7^Ttt, iJBBJgOflF^^Tf- 
*>£a6&*iftm£tf)v-#:3-K£. ±E»BW»-fft 
r-^OB^ftB^CWmt •y7'S:*tf C k *B 

[ 0 0 1 7 3 IB 11 tf>»!H«L ±.tim9cr>%mza^ 
X. ±EBS6<0BB<0flP^kT-^tt. ^*<tt«K 
B«B<0BBWRF-9ft'f-^ k fcBBfc-f *. 

[00 183 81 2<^6Bfl{±, ±E*9*)#Difc:fc^ 
? , ±IBFytScO»-tft^(i, J P E GMWD TV 

hhz.bkm.b-th. 

[00 1 93 81 3<7)%.m$, «*B9- 1 2<rmtU^ 

fcEtt*>B«7*- 9 mmmvxmx fvrt, 3 y e 
k-rs. 

[00203 
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[0021J *mm . mm. mi iz^-tx 0 $bb 

T-?SHi^fA 1 0 OfcBBSil*. ££>BBt- 
^MyXfA 1 0 Oli. ±EH 1 fcSRtJ: m 

m^ummbtifcwm- 9 immmmx-h 
&W5H-? 4 0 2iz7<mi l zmm-i>' t r-^-?M 

y (-f-^M) 10 it. 9vA7yyY-?\sy if? 

-iTybM) 1 04k^-y hV-^l 03^l|f« 
BSiifcBBfcLTHS. tfztfiX. -t-ABfplt. 
fc?547yh«l 04Ji, *-y h"7-^ 1 0 3£tfb 

[00223 V—'<M 1 0 1 k l-ffll 0.4(i 
^BB^BjfikLtiiO. Witt', 02tc*-f J^j 
t. t(W1s«20 5. CPU202, .X^U 2 03. 
HD204WX2 0 1 fctfLTt^StlfcBBfct 
TV^. ZOXoKffimzti^X. afls»2 0 5tt, a. 

—ftf-? >■ y\,zn lx zmmftcomTFtti t fc#><?) t 

cox'h *) . *-X-\**$>-??;xmfrt>%h. cpu 20 
2*±. &ftU2 0 5iz£<Q5-itit:ifemzm'j^x. y 
^y^^mmm^Bihb^z. a«coft*«ia«$ 

20 'no. * : £<J203lt, MM7D/5A^i^fc 

ts. HD204(i, ^-a^aro^^A^BSi^-^ 

mU£. CPU2 0 2A*, HD2 0 4tC«*S*T.Tv4' 
#B«Sira/7ASr>t 'J 2 0 3fcB*aj tTUfff 

[ 0 0 2 3 3 B. ±lS02{i:, 10 1k ^Jf 

7 y h II l o 4 is y<r>m*mi$L$:7F itzh <vx-f> 

30 0. m™lX^hmft&205. CPU 2 0 2. 

2 0 3. RXSH D 2 0 4 tB^. ftUcOS^ OttJtgB 
(B^fflB) «rB^.6t<0kLTt>J:o. ±IE0 
i tii. ioit;i 7>f ry hffl l o 4 

1 izMLX . ^ 5 -f T y h II 10 4k |3]1i<75«j&£ 

St«o^5^ ryhd^^ixT^s. zzx-ii. m 
*%7M&tr>t&>\iZ . -e a l oct) ? 7 7 y MI l 
0 4t*i-fl»„ , u : 

[ 0 0 2 4 3 fit. 'J t'ilfSf-^iefi-X 

40 tai oo^mmw bthimmm^i. H3^ 

t. • ■• 

[ 002 5 3 JJEH 3 Cwt J: 0 t . ^-^'ffJl 1 0 1 £ 
(i. tf^-ftaaaffl3 0 1k. B#ftH$S»3 0 2 k.< B 
AM y^-7x-x ( I/F) 3 0 3i:&(iliTfc^^ 
ift^4J:IEB2C*LfcCPU2 0 2 (IXF. r C.P 
U202a j k-fft) (Cfc 9*B$;fl*. 
-A'fiiJ 1 0 1 fcfcwc . »^ft«iB«3 0 1 (i, BBB 

f srBse<wfft*j«tft-3 T»-t ft ixmm 

**-f*B«T-^ (BBBBflHWt-f-^) i±f& 
50 L. , Bf ^fL5aag|5 3 0 2 li . flF#ft»MB 3 0 1 T± 
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WmZft^K ^il2:±IE[l2^L7tHD2 04 (± 

204aj t-fh) izmm-f^ I/F 3 0 3(4. HD 
2 04 atC^fl[$ixTV>l>BS-v-ftT-^C0-3*>. 

r> hii i o 4t^(ommzm^^zss^itT-9im 
*ttju ztizfyjrybmi 04i,znixmmt 

[00 2 6] -2r. 7y4T>Vm\ 0 4(4. ilff-f ^ 
( I/F) 40 It. f3-/402fc^ 
^TfcO, ^ii4.ti±E[l2{c^LitCPU2 0 2 
(>XF. r C PU20 2bj i-fS) £4D«lS£fL 
^ ?7-i7V Mil 04*5. i:f fill 2 (c^kU: 
. ^fcJO^.T . A'* 2 0 1 lzmWlZiXfz^B4 0 3 £ 
«iu.T^I>„ I/F4 0K4. ±E02(;:^L*:»fftS 
2 0 5 (JST, r iiftgR2 0 5 b j t-TS ) frt>cr>m; 

'iz&itimxzv-'mi oit,z*iLxmmtz>t& 
i^'^-Aii o ia^eo#aiT-?£gfi-t!.. f3 

-^4 0 2(4. I/F 4 0 lfctfLT^ifciifc-fr-A 

ill 0 1 *^<7)B|^-ftT-^ F ( 7C<7.)H#T- 

^WlTC) -tl.. 21*354 0 3(4. t'3-/4 0 2T1# 

[0027] JMT. Bflr-^IBffi^XfA 1 0 0 XU 
m&Wimttmtttt LX . J P E GM^To/ 
1/7^7' (Progressive ) (UTF. r Progressive 
J.PEGtf^j tw5 ) £ffl^/t*|-£-k . J B I 

M i o ocottf^tcooT Mfamzmwt&, 

[0 0 28] (Progressive J P E GTf^^ffl L£i§ 
; [00 2 9] ZZX\ £-f. Progressive JPEGM 

iz^^xmwi-h. *^5tT-(4. wi.(f. m4iz^tx 

O.iZ . 8X8lf7'D7? 1 7n -y ? ft 3 fXfcKBfcr 
^J^ttLT. 7'ny?iji{3TlIfj[3-^ y ( DC T ) 

(OttkLXli. Mll£. s-s (spectral selection) 
t^m^l. s-s ^T5ti:(4. DCT«$rtIifO^ 
-r (AyK) t=4HWU ^lXJfA-yT'iifl^W 
o y ? KttLTfttJOA'y FW^ft-sfftL . Wf&cDX 
* -v y T-S 0 C0A' y F £ l A' y F "f oft-SHL. L T v \ < . 

* o ttX'k 0 . D C Tffi»<DEj£jR2riSj?)PgJg flW 
*HtC*6. :;Ttt, ±lS04t^t4')(C *4i 

/>(07"0 >y a-fS t . DC Tffi»<J) 3 *>OA CJ& 
5%. OSxDAiWlyVlzft&ltl. ItztfiX, 

■b'CTflBWi. ®~®cDACjfcft£:. DCfiSt-5rt0 5o 
OAy F t^MH? fifc i (c * s . l 4 a 1 1 X #7" 
d -y ? *</\'y F A'y F^-fiJS iiJtBft^flsS: . s-s ^ 

■jq^-oTflr^Wiik-C. <5~©c0AC^t. DC 
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[0030] BJB«flr#ftr-^ *- V y F fcov^ 
TJ4. irU(4\ H.5tf)J:dK*S<i6. JJEHSfciRt 
4 3 fc, £«0»JiWflr^fcT-* 5 0 1 {4. SOI (St 
art Oflmage) tEOI (End Of Image) X'iiZ&tlK. 
l^coyU-A (FRAME ) 5 0 2 4 X-V&lli 
tfLtZ. yU-A5 0 2(4. SO F (Start Of Frame) 
fte^O. y\y~M,5 0 2{zm-h^vy (HEADER For 
10 FRAME) k. DC^COX^f^ySCANl . ACffc$ftO<D 
<?)XdrrySCAN2 . ©COXdf^ySCAN3 . ©cox^y 
SCAN4 . S.t/©<7)XJf-vySCAN5 k^V^T^I). 5"? 

^dfYy{4*^|H]«^jitfCfc'3. Witf. ^ 

-vySCANl 5 0 3(4. SOS (Start Of Scan ) 

0. MXdf^ytC^tf^^.yr (HEADER For SCAN ) 

1. MWEif-^ (DATA) k!WRV^ ! Sf6. 

[ 0 0 3 1 ] £tz. BJBWflrtftr-^tJWiT'a- 
F (7C<7)jf«T-^^fM7C) 14. DC«*H. AC 

20 C&ft<oM&<r>G>&X'<r)T?-Y-iftoc\bX-. m$cr> 

mm am®) . ttttMtMm&emmifthzk. 
tfx-th. mz, m>*x-<?>T3-Y \ mm, a« 

»<0©iW3- FOJ»-&(4. AC^<0«SKO®* 
-CcDT-'rJ-FkJtKLT. B«^-f XtiHtf**^ 

[00 32]^. DCT0»£X*+V4MH*5**fc 
LT(4. ±^Os^ *«tellfer, fi!20^, fHsLUs 
Successive Approximation^f^. Spectral Secction 
^ t Successi ve Approxi mat ion^it % %l&-'&hlttzjr£ 

30 mxh^\ 

[0033] ±M<D£ o ^Progressive J P E GttiZ 

m^Xrt^-itwmz'ndv-jmi o lfejsv^r. mi 

(4. HD2 04at(4. [36(C^-f 4 ^jr70-ft- 
bfc«l!-»fe«Sl7-o^5 As&qSftSiiT^S . CPU2 
0 2a(4. :^«7D/7 HD 2 0 4 ai>tiA 

[0034 ] 5t-f, ff-^-«aa530 1(4. 8X8B^ 
(^ 7"d 7 ? ft $ fLTtSBffir- 9 \Zft LT . ± 
40 ^Progressive J P E Gttfc^t$&\\$mkft 
oZtX\ mmcott^tT-? (ZZX'ii. 5ocox 
df^ySCANl -SCAN5 ) md&f&?& (Xf'y7S6 
0 1). 

[0035] mz. C P U 2 0 2 a(4. ^#ft»g?3 

o \ x°*m%i\tzmm<?)mtt.T-9z . mmwz. 

!>(XfyrS602). icOWS<f)*Sm« Bff-ftt^ 

^-f|.X-f <yTS6 0 4tatf. 
50 [0036]Xf-y7°S602 »ffl<%S, Bf^flrf" 
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x-y7'S603) . ZZX\ mWmB30 2te, ft 
(JJEH5«0W 5 0 3" "C^UrJ: 

GcT)" APP (reserved for APPlication use) " 

OXT77S6 0 3<D®If&, &CDXr 77S60^ 

[0037] Xf-/7S604m CPU202a 
tt, »^lfc«!a»3 0 1 fcfcWC. JSBmT-^<OflF# 
ft©I#&7U *f*fc©iS3 0 2(ci3VvC* ft^-ffc 

3 o i ti# t>tit:mm<omitT~rcr) 3 *> . 

LfcjWS&>S > fl8!|-*S (Xf7rS604). 
[ 0 0 3 8 ] v 7S 6 0 4 (tfPJJWOfSft, *3tf«Sl 
jW»7L/0>3rn«£tt. *-f y7*S6 0 lfcjt*, IS 
Xf77S 6 0 1 1 J: 0 , fcOBJl^^fcT-**^ 

SStrSiii. fit, Xr-yrS604^WS'J^*, 

[00 3 9] ±ai<7)Xf--xTS6 0 l-S604tiD 

J^>POTWfiWr- * OifcWUfc $ T- * ) 
12. HD2 04a£g«£il!>„ ft, fllW)WWC«UT 
t , Xf77S 6 0 1 — S 6 0 4 k WtikeW&tfftbti 
& . £ Ogi*. H D 2 0 4 a (C(2. »ffla^B«WBf 

[0040] —3k ?54" T^MMl 0 4t:fcHt, C 
PU2 0 2 b(i. ymU2 0 5 atCTB^S^O^ 

0 1 fctf l/C-0--Affl|i 0 1 WtfLTaHW *. 
fflllOltlfc^T. I/F303I1 ty^TVYmi 

04*6oMs**xflru immmzmtm 

fltoflHWfcr-* £ H D 2 0 4 a^hm^Hi IT . *ft 
HHW&ofc? 54 7> Nffll 1 0 4te*tL,TaMW 

[004 1] zcoftmkr—rzmitzfy-l TyhW 

1 0 4 fc H l vf 12 , &<o J: o fcfflfcWf *>*i & . 
[0042] f3-^4 0 2ll -t-A'iBljl 0 1 

tfWfc?- ? WBf^-fLSftT v vfrvHlWHctt LT J2 . « 

[004 3] flitf. 9y47>Y\m OAizMLXM 
{ZZti&m&T-fifi. JtBH5fcjRLfcJ: 

5 <0^8f^-fb§iXAPPv-^a-H (±IEB7# 
.1) *«f«n$tlfcT-^tLT^ft:Wfc|Jta&tSi:, * 
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■f , 9 54 TV MB 1 0 4!W*€-«i*Vv-*M>J5^ 
7VYX'hh%&, T3-/4 0 2I1 Bf^TOr^r 
VVX^>"SCAN1 -SCAN4 Srffl&CD J p E G#5Wife 

Trn-H-TS (ji»c7>T3-Hro/5AtJ:|)T3 
-H) . ciofcS, ■«Wfir«Hkf f -^fc:«v>T^» 

fl^TfcSX^-V-ySCANS KJ2 N APP7-^3=r>' 
sWrtDSftTV^fctf). T3-/402T12. Bf#4^ 

3ttft*ik*<t* #4. *LT, rrJ-^4 0 2t-r:Jtr 
10 HLTHfeitfcB«T-^«. *w954 0 3THSB^ 

[00 44] — 7 : 74 7>hffll0 4imfeC0?5 
4 TV b ( f-A*i 1 0 1 Kg* L£B«££££*>& 

hx-nhm^-ti^y-iTyh) 

47>\-Wl 0 4£ttWC. CPU202b(i, I/F 

4 0 1 SrjrLT. «#fta»*jW< fc»fc(fi}«flj * - 
IS C SS" », UT. r^fflfgj ) ^-t-A:ijsi; 

ouzmttz. ztii&wzv-'tmi o i tctjw- 

20 T. CPU202alJ. Hffl$6^S$$rttiL^^ 7 
yMffll 0 4m^cr>9yA7yhX'hhZkmm^ 
tzZbSlZ. ZvmMZ I/P303 ^fJ-tT 9 7jf 7 
>hflll0 4H»LTHIfrr4. iii^Sft/i^^r 
^Mffll 04fcfcV^Ts I/F4 0 1H ^-A(H p 

ifrt>commm* i %m-t&. f3-^4 0 2a. Bi^-lb 

^•C^rv^dr-vySCANl -SCAN4 tCOUTliii^cO J 
PEGMK-5Tf'3-KL (ii^T=»-F7*D^ 

5Atj;^7-'3-K) , v&mmftX'hhx*\>sm 
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Abstract of JP11331618 
PROBLEM TO BE SOLVED: To 
provide the image data distribution 
device that manages image data 
efficiently and surely protects the 
image data. SOLUTION: A coding 
means 301 of a server side 101 
converts original image data into 
hierarchical coding data having a 
hierarchical structure. Furthermore, an 
encryption means 302 encrypts only 
coded data at a prescribed hierarchy 
among the hierarchical coding data. A 
decoding means 402 at a client side 
104 decodes the hierarchical coding 
data sent from the server side 1 0 1 . In 
this case, data not encrypted yet 
among the hierarchical coding data are 
decoded by a conventional decoder (a 
decoder corresponding to a prescribed 
coding system). 
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What is claimed is: 



[0109] 1. An image processing apparatus comprising:coding means for converting 
image data into hierarchical coded data; v ^ for .encrypting a 

predetermined hierarchy among the hierarchical j^^^^j^^^e^n^^^for 
causing a part; -"' 3 ' ' ■ - ' 8 5 1 : ~ ! • f ' 

added; to the?€ 




[0110] 2. Anirn$ 
encryption means encrypts at least 
corresponding to a highest-resoliitibii 




[oiii^j- 

encryption r^^s^ e 

hierarchy corresponding to a highest-fr^ 



¥ li'^^'f T- ; ---A-':V -:!^ T -~'V- • 



[0112] 4. An image, processing apparatus according to claim K wherein said 
1^ cry p t i C) n.^***"** ~* ^ " * w * -* ^ » « ~ • - — . • . < * t-% — «, \ • 1 , % * -» t~i i -« <■ j i » » * i 1 * > i > 




[01 17] 9. An image processing apparatus according .to claim 1/ wherein the image 

dataf ' ■ — M*^.™, 

op a - 




[Oi;i80:?i^o 

data is implied 
predetermined recording 

anciuandbandd 



w [0 i ! 19] 1 i . An image processing apparatus according to claim i , wherein said 
image processing apparatus transmits the hierarchical coded data to an external 
apparatus. 

[0120] 12. An image processing apparatus comprising: decoding means for 
decoding an image file composed of hierarchical coded data; and decryption means 
for decrypting a hierarchy to which is added a code for causing a part of a process 
of said decoding means to be si 



[0121] 13. An image processing apparatus^ . J 

decoding ah image file composed of liiera (lata; and Control m eans for 

controlling the decoding means to decode alhierarchy to which is not added a code 
for causing a part :bf a process of ^ be skipped among the 

hierarchical coded data. — '> *' -* 



[0 1 22] 1 4. An image prp 

an input image into, hierarchical coded.data; ,and means for addingvaycode, for u . ; 
causing a. part of a process for* ' $ * ^* ^ t »•* »£ i -* l ^ t ^, si i>r r] 

to a;predeftermn^ ^hip^cKy: 




[0124] 16. An image. processing method comprising the steps of: converting image r 
data into hierarchicaUcoded d^a^ip™ 




[0 1 28] 20. damage, 



coding 
adfiiig 




coded data* 'wherein said second apparatus decodes a hieraitHy-othSStKanih^ 
hierarchy to which the predetfeiffiih^ 

■■ • • " ' ' 

anduandbandd 



»[0i29] 2 1 . A computer-readable storage medium storing a program for image 
processing, said program comprising the steps ofxonverting image data into 
hierarchical coded data; encrypting a predetermined hierarchy among the 
hierarchical coded data; and adding to the encrypted hierarchy a code for causing a 
part of a process for decoding the hierarchical coded data to be skipped. 

[0130] 22. A computer-readable storage medium storing a program for image 
processing, said, program comprising the steps of;decoding image data which is 
converted into hierarchical coded data; and Beci^ 

added a code for causing a part of a process of said decoding means to be skipped 
among the hierarchical coded data. / r \ ^" ■ < 

[0131] 23. A computer-readable storage medium storing a program- for; jmage , 
processing, said program comprising the steps of:decoding an image jfile .composed 
of hierarchical coded data; and controlling the decoding step to decode a hierarchy 
to which is not added a code for causing a part ot a process ot said decoding steps 
to be skipped among the hierarchical coded data. . .: . 

[0132] 24. A computer-readable' storage medium storing a ;prograrri .for image - 
processing, said program comprising the'steps. ofxonybrt image data into 
hierarchical coded data; and adding to. a pre^ 

hierarchical coded data a code for causing a part of a process for decoding the 
hierarchical coded data to be skipped. 
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BACKGROUND OF THE INVENTION ; ; . : , \ 

[0002] 1. Field of the Invention r 

[0003] The present invention relates to a^im^ apparatus/ method, and 

system, and to a computer-readablel storage: medium having a : prbgr^ 
processing stored therein. More particularly, th^ presents 
techriol^ 
cb^rig^^j||H^ 
[0004] 2:.pQh§fffi 
[OOOSX^itfe 

exchanged between a client side and< sero^ or 
the like. •> " Itfll I " 5§lf ■ I HiPi^lli Uliil iiii If : 

[0006] For example^a first system •e^b^cGhstruc in such a way that a server 
side transfers an image file (coded) .requested from a : client side as js^p the, client 
side. A second system can be e'onstfilcfeciiin^ such a : wa;y that •aflfer^ari-ericrypti'ori* 
process is performed on the 

information for decoding a Code' ^ transit 

[0007] However^ digital data. has a copy camae^asrly , : > s * 




[0009] An.object'of the bresferitahveriti 

and.reliab;iy manag%- : ~ ^-^-i^, ^^^a*^^'.^^ pa. 

[001 1] A forth6ix)bj efct of the present invention is to provide techn^^alfo^asily 




purposes- 
method, 2 
stored t 

[001 21 lffio1:&&W • 
provides an imag^ processing ; app^ratus<^ 

image data;into;Kiera^ v- . 

anduandbandd 



• predetermined hierarchy among the hierarchical coded data, wherein a code for 
causing a part of a process for decoding the hierarchical coded data to be skipped is 
added to the encrypted hierarchy. 

[0013] In a second aspect, the present invention provides an image processing 
apparatus comprising: decoding means for decoding an image file composed of 
hierarchical coded data; and decryption means for decrypting a hierarchy to which 
is added a code for causing a part of a process of the decoding means to be skipped 
among the hierarchical coded data. 

[0014] In a third aspect, the present invention provides an image processing 
apparatus comprising: decoding means for 5^ image file composed of 

hierarchical coded data; and control means for controlling the decoding means to 
decode a hierarchy to which is not^ 




processing apparatus comprising^cb^^^M^^^^^^^^^^^g: 
hierarchical coded *' 'data* ° ^ : ™ ^ ™ * 5 ' ^ h * r^fea ;/> t\n ^Mrirxnct^ c m'hr£t*%r\ « iHte/v ras^isr ft i> p.qq \ • 



In v ai:fifth- aspect, the. present invention* provides 
method, compnsing:the steps of: ^converting image data into hierarchical coaed . 
data; encrypting j'k predeteirnined hie^ 

adding to the encrypted hierarchy a ciside 'for ^causing a pari bf-af™ - 



[0017] In a sixth aspect, the presenkin>^^ 




a code for causing a part of a ^ process!T6r';decbc^ . 
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♦[0022] In an eleventh aspect, the present invention provides a computer-readable 
storage medium storing a program for image processing, the program comprising 
the steps of: decoding image data which is converted into hierarchical coded data; 
and decrypting a hierarchy to which is added a code for causing a part of a process 
of the decoding means to be skipped among the hierarchical coded data. 
[0023] In a twelfth aspect, the present invention provides a computer-readable 
storage medium storing a program for image processing, the program comprising 
the steps of: decoding an image file composed of hierarchical coded data; and " .. 
controlling the decoding step to decode a hierarchy to which is not added a Code : for 
causing a part of a process of the decoding step to be skipped among the 
hierarchical coded data. ' / u ! ' ^, : : , : 

[0024] In a thirteenth aspect, the present invention provides ;a coriiputef^adable^ 
storage medium storing a program for image processing, thfe program ^qifif)rising 
the steps of: converting image ddta info hierarchical 

predetermined hierarchy among the hierarchical fcod ed data a code for 'causing 'a ^ 
part of ai process for decoding the hierarchical coded data to be skipped; I; 
[0025] Still other objects of the prc^em 

become fully apparent ^" 5 ' ' ! 1 2 ^ r+u ; \ 




BRIEF DESeJOETIOM L 
[0026] FIG. L is a block-diagram showing anfexample of the Qonstmction of an , ; > - 
image data distribution system according to an emBodimeirt of Me ^present^-"- fc -v"'>^* ; -, - 
invention. . ,, : ■ _ : £ t j. : -'^ v ' • " ' 

[0027] FIG. 2 is a block diagram sho 
amelectronic-^pj}^ 
according 
[0028] FIG. 3 is 



mtm 



[0033] 'FIG. ;8 ;isi^^ 
isfys.ed-ac^ 
[0034] FIp, 9.is%d -- ■ ( 
erhBddim8nt;of|thei 

imaged 



WW 



[003 7] The preferred ;embd now bedescribed^ J -k 

below in detail witfrreferenp^ 

[0038] FIG. 1 is a block diagram showing an/^xample'of the cohsfmctibft'df an 
image data distribution system; 1^ 1 \ - 

anduandbandd 



[0039] This image data distribution system 100 is constructed in such a way that, as 
shown in FIG. 1, a server machine (server side) 101 which stores, in large amounts, 
image data on which a hierarchical coding process is performed, in a magnetic disk 
apparatus 102 which is an external storage apparatus. The server side 101 is 
connected to client machines (client side) 104 to 106 over a network 103. 
Therefore, the server side 101 and each of the client sides 104 to 106 exchange 
various data with each other over the network;^ 03. ^ > r - ; 

[0040] The server side 101 and the client side^ 

same way, for example, as shown in FIG. 2, an operation 202, a 

memory 203, a HD 204, and the like are competed 'via a bus ' t; / ' • * 

[0041] With such a construction, the operation section 205 "is used .by a userfto issue 
instructions of various operations to themacHin^ 

keyboard, a mouse, and the like. The CPU 202 supervises the overall operation ; 
control of the machines TO 1 and, 104and p;erf6l^i|?yarioiis computation processes 
inaccordance with an i~' 4 - ^ , „ , 6 - i 

niempry, 203 j^h^tions 
programs .and 
storing various 

Example, the CPU 202 reads vambus process in the HD;204irito 

the memory 203 and executes them, thereby" performing overall dperation;.control 
of the machines and various computation processes. . ^ > \ > \ i < 

[0042] FIG. 2 shows the basic constriction 

and each of the client side 104 to 106 . In addition; to the^^ section 20 5 , the 

CPU202, the memory 203, and the HD 204 ? M&is other component sections .(an 

- '■• • - ^ ^r,A _ .1 zinr^n immrP P/litma .Prtlnn dlUvPtr"^ 





a display sectipn$403 / 

[0048] t^I^Wl- transmit^ a^uestin accordance with amii^tM 
operation^ 
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data ^-including an image file) from the server side 10L The decoder 402 decodes 
(reconstructs into the original image data) an image file supplied from the server 
side 101 via the I/F 401. The display section 403 displays the image data obtained 
by the decoder 402. 

[0049] For the image coding method used in the image data distribution system 100 
in this embodiment, for example, a progressive JPEG method or a JBIG method 
may be used. A description is given below specifically for an operation of the 
image data distribution system 100 iii each ^ 

method is used) , - , . ' f ^ , : , , 

[0050] First, an image coding process in accordance with the progressive: JPEG 
method is described in detail. ' ' : ~ } \ \ ■ - 

[0051] In this method, for example, as : shown inTI^ 
section 301 divides an original image; into a plurality of 8t8 pixel blocks, and 
performs a discrete cosine. transform^ u 1 ^ ; 1 L 11 w 1 ' ' 

DCT coefficient obtained thereby is - 
scanning regions.. • 
[0052] 
selection (s 
cbefficieirtft 

frequency bands fo"^ frequency components), ln.a^irst.scan,^ 

only the first band, is coded in units ofiall the.blocks (of «N (N>-1), blocks) whicl* : , , . 
form the original image, arid for subsequent 

band each is coded. This method makes it possible ,to hierarchically cqde the DGT 
coefficient in the frequency direction. ; 
[0053] For ; 
The coding 
coefficfei^iitoS 




Scan) for the scan>ai 



compressed and coded. - W : l: : ^-^ ' ^ : ^\ : ^:C{^ - Jv ^r:^ 

[00581 Here, when the data of the format shown in FIG; 
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into the original image data), this is performed in the sequence of the DC 
component and the AC components {circle around (1)}, {circle around (2)}, {circle 
around (3)}, and {circle around (4)}. Therefore, when the decoder 402 performs 
decoding up to AC component {circle around (4)}, the display section 403 can 
obtain the original image, that is, the image of the highest resolution. In contrast, in 
the case of partial decoding, that is, for example, when up to the AC component 
{circle around (2)} of FIG. 4 is decoded, in comparison wi the image in which up 
to the AC component {circle around (4)} is decoded,- tiie image size is the same, , 
but a "blurred" image, that is, an image of the- lowest resolution, is obtained, 
coefficient, in addition to the above-itientio^ 
example, a successive approximation ^eth^ 
approximation method and the spectral-seleeti^ 
methods, may be used. 
[0059] Next,, referring toi pIG^ 
fi 1 e creat i o n pro cedure omthe js en 
processing 
iitofed iii t 



[0060] Initially; the coding prpx^ssirig seetio 
conforming to the above-described progressive '^ 
data which is divided into &*8 ; pixe^^ 
data of each hierarchy (in this example, SCANl^tp : SCAN 
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[G067] In step S604, the CPU 202 determines whether or not the coding process of 
the original image data is terminated in the coding processing section 301 and an 
encryption process of the coded data of the predetermined hierarchy is terminated 
in the encryption processing section 302 (step S604). 

[0068] When it is determined in step S604 that the process is not yet terminated, the 
process returns to step S601 where the coded data, of the next hierarchy is created, 
and the subsequent processing steps are performeil in sequence in the above-] •;: ';.>•■ 
described manner. , V- : - _ , M'-': r 

[0069] When it is determined ih step 1S604 that the process is terminated, the image 
file creation process is terminated, 
[0070] The image file (the imag| data 
predetermined hierarchy among ;a plurality {Qf HiCTiari 
information, thereof r~ ' 
S604 is stbreilv 

[0071] With respect to the othervimages, processing r similar to steps S601 tq(S604 is. 
performed. As a result, a plurality of types of image 'files are stored in the'HD 204. 
[0072] In contrast, in the client side 104, when an instruction of a request for an 




client side 104, reads an 
the HD 204, and;transmits vt fflfi^ 
[0074] The client side 104 receiving this image file pe^^ 

i_ _ • <&mL ± : 'l iJX • ill^lTrTT^ ^iC\A' 'Jj. ~1 r~ ' T7in 1A 




are not encrypted/ip 
the conyentibriallf 
program^ 

and to proceed.; 
(steps SI 003^ 
[0078]:tteh^^ 
decoder 402 is :^s^^e^| 
Alternatively, 
section,4Q4. 

possibleta. 

general client to easily decodeNan; image -file: ^managed/iby#he :server.Avithout 
providing a special program^sep.arate^^ 

program. ■ ... - ■• - gg§3, i^ftil^llii slSiifiB S iillili^^ 
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, [G08Q] When, in contrast, the client side 104 is a specific client (a client having the 
right to obtain an image in a complete form for which a request is; made to the 
server side 101, or an image of a higher resolution) (step S1001), the;CpU ; 202 of 
the client side 104 requests key information required to decrypt the encrypted 
portion, to which the APP marker code is added, from the server side 101 via the 
I/F401. 

[0081] In the server side 101 receiving this request, the ;GPU 202 transmits the key 
information to the client side 104 via the ^ 




encrypted portions, the decoder 402 performs decoding (that is, decodirtg^steps 
Sl007toSl0l6)in-^ : 1 - : 

conforming to the c< 

encrypted portion, the decoder 402 perform 
dedicated^ decryption program*qy^ by the I/F 401, 

ecodina in aceordanceiwitntheiaDQ^^mentionedkd 



403 (step SI 006). Alternatively, a^ 
section 404 can be performed. 
[0083] As a result, in the image :data distribution^^ an . 

image of a high resolution can be easily providec^ 
protecting^ 
to>asily manage ;amnr 




^olMorf^ 
reSoiu|ipiisl 
examp l'e 
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image in order to creates a BIH (header part) and a BID (data part) 802. 

[00fc8] The BID 802 is composed of SDE1 (containing the coded data of the first 

hierarchy obtained by coding the image data of thp resolutipn {circle aro 

following a floating marker code, SDE2 (containing the coded data of the second 

hierarchy obtained by coding the image data of tHe resolution {circle around (2)}) 

similarly following a floating .marker., code, and SDE3 .(containing the coded data .of 

the third hierarchy obtained by coding the image^data i of the resolution j{ circle ■ t 

around (3)}) similarly follow " 

[0089] The three SDE1 to SDE3'are "formed in the.same way. For example,\the 

SDE1 of the resolution {circle arp^^ is^followedjby^ ; 

ESC and SDNORM (or SDRST, data such that the image of the resolution {circle 

around (1)} is compressed and coded). , ; ' 1 ; r < 

[0090] In the SDE1 to SDE3 composed of the coded data of each resolutionXeach 

hierarchy), It is determine 
j»g ^ j q rarcli\^ is t li c ^ c £l c d. * cla ■ '^-i^^-si w^^^^'^m^'^ >^-i * <*4-« '*^Tj^ & ^iM^^i^->^^.i^'va'^^i^"vv < <^^' k^>^^ i^* 3 ^***-^'^, 

depending Xipom 




executed in accordance with^fhfe s saime:pfd 
[0092] The encryption processihgisqction 302;^ 

only the coded data of a predetermined, hierarchy /resolution ) among the 
hierarchical coded data created by the coding processing section 301 and the 
additioM^^ 

[0(p]:;^^ 




MereMfe:#5nimen 
can be Ireely^ 

skip the^^oclin:^ 
[0i94]-S^M^|t^e^ 
the HD 204, is; read . 
104, aM-isVtSa^ 

[00951 Inithe. client side 104, receiving this image, when the client side 104 is-np£a<i£ 
specific client'"*** * ^ ^^vj r> .--.-v*-,^*-*-. i , - $ i « > *-i + / .-. < q i shi i \ /i ,-•=> ■- < ,a . *> j a ) a<^% 

aec63ing.program^ 

S^p5 : ), ,At* this ^tim'e. since a^comment rriarkei code 153 added to the SDE3Svlliett is * 1 
ah^ft^^ 
and tbv 
(steps . 
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- {circle around (2)} is displayed on the screen of the display section 403. 
[0096] When, in contrast, the client side 104 is a specific client (step SI 001), the 
decoder 402 decodes the S DEI and SDE2 which|are;hot? the i .encrypted;porti6ns 
(steps SI 007 to S 10 10) in accordance with a decoding program conforming to the 
conventional JBIG method, and decodes the SDE3 which is an encrypted portion 
after decrypting it using the key information from the: seryej- side . 1 01 (steps -S I 008 
and SI 009). Specifically, for the SDE3 which is an encrypted portion, the image 
size information and the hierarchy class informatiort(additional information! 90^; .V 
following the comment marker code 901) added to^hej ; SPE3 are set in the ,-;;, 
applicable fields within the BIH^ " ~' ~ ** ~ ~ ^ " 

in FIG; 9) are decrypted in ac 



by assuming the resolution to be; 
processing is performed 

method is used, each hierarchy-pay-^^ 

encryption process is V^o^^^^^^^gm^^m^^^^ \ . . 
[0098] In a manner as described above, in this embodiment, on the server side, am. : 
encryption process is performed ortonly theVcoded data ot a predete^inea? ^ 
hierarchy (the last hierarchy, etc.) of the hierarchically coded originaljimage^and ^an 
^^a^codeo^ 

This makes it possible, for a conventional decoding 'program possessed. .by a general 
client to hWidie this:«n^ 




[OlO^Ihiacase^ || 
process. is, perform * ' E ' : " " ,1 - : - 
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. hierarchical coded data, and an APP marker code is added to the encrypted portion, 
lri a case in which the JBIG method is used, an encryption process is performed on 
coded data of a predetermined hierarchy among the hierarchical coded ^att^?ah<l a 
comment marker code is added to the encrypted portion. In addition to this 
example, an APP marker code or a comment marker code may be added to coded 
data of a predetermined hierarchy among the hterarcW 
performing an encryption process .^ T^ 

an-APP marker code. or.a comment ^ code is added cannot be decoded by a r , J 

Hnnnl Hpr.nriin a nrnaf^rn With <jiip.1i ^ rnn^triictihn Qimnlpr pnrfvnfmii . . 



plurality of hierarchies in -addition to coded-data of aiparticular hierarchy y<:~'-\ 
[0 103] Furtheirnore^las shcr^ 0 . an^CFvl*^ 

in a hierarchical mahner bymsirig^ 
Eo^exmnple^ 
classifieduritd 
may ?be performed n 

arid^Kt^ 
^llowed:^ 

image file to be provided the second user T: 

according to the classification of the user. 
[0104] As a storage:? 
the. functions of th^ 



addition,; a, ROMv 
aGD-R; ; amag" 




claims, and is not;limited at ail ^by p 3 ; 
Furthermore^ allrmodificatto^ 
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